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Abstract: Cryptography plays a vital role for ensuring secure communication between
multiple entities. In many contemporary studies, researchers contributed towards identifying best
cryptography mechanisms in terms of their performance results. Selection of cryptographic
technique according to a particular context is a big question; to answer this question, many existing
studies have claimed that technique selection is purely dependent on desired quality attributes such
as efficiency and security. It has been identified that existing reviews are either focused only
towards symmetric or asymmetric encryption types. Another limitation is found that a criterion for
performance comparisons only covers common parameters. In this paper, we have evaluated the
performance of different symmetric and asymmetric algorithms by covering multiple parameters
such as encryption/decryption time, key generation time and file size. For evaluation purpose, we
have performed simulations in a sample context in which multiple cryptography algorithms have
been compared. Simulation results are visualized in a way that clearly depicts which algorithm is
most suitable while achieving a particular quality attribute.
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Annoranus: Kpunrorpadus urpaer KM3HEHHO BOKHYIO POJIb B 0OeCrieYeHHH Oe30MmacHOu
CBSI3M MEXAY HECKOJIbKMMHU OOBeKTaMH. BoO MHOrMX COBPEMEHHBIX HCCIIEOBAHUSIX
UCCIIeIOBATEN BHECIIM CBOM BKJIAJ B ONPE/ICICHNE TYUIINX MEXaHH3MOB KPUNITOTpadUu C TOUKU
3peHHs HUX TNPOM3BOJUTEIBHOCTH. BBIOOp KpunTorpapuueckoil TEXHHUKH B COOTBETCTBUHU C
KOHKPETHBIM KOHTEKCTOM — OOJBIION Bompoc; UTOOBI OTBETUTH HAa 3TOT BONPOC, BO MHOTHX
CYIIECTBYIOIMX HMCCIETOBAHUAX YTBEPMKAAETCS, YTO BBHIOOP METOJa 3aBUCHT MCKIIOYUTENBHO OT
KETaeMbIX TOKa3aTeleld KadecTBa, TakuX Kak 23(P(EKTUBHOCT, H 0€30MacHOCTh. bbu1o
YCTAHOBJICHO, YTO CYLIECTBYIOIIHME 0030phl OPHEHTHUPOBAHBI JIMOO TOJBKO HA CUMMETPHUYHBIE,
m100 Ha aCHMMETpPUYHBIC THIBI mudpoBaHus. OOHAPYKEHO eIlle OJHO OrpaHHUYCHHE: KPUTEPUH
CpaBHEHHs IMPOU3BOJUTEIHOCTU OXBATHIBA€T TOJBKO 0OIIMe mapaMeTpbl. B 3TOi craTthe MbI
OLICHWJIA TIPOU3BOAMTENBHOCTD PA3IMYHBIX CUMMETPHYHBIX M ACHMMETPUYHBIX alTOPUTMOB,
OXBaTHB MHOXECTBO I1apaMeTPOB, TaKWX KaK Bpems MMH(PpoBaHUs/IeIU(PPOBAHHS, BpeMs
TeHepaluyu KJIrova U pa3mep ¢aitna. B 1ensx oneHKH Mbl IPOBEM MOJCIMPOBAHUE HA MPUMEpPE
npuMepa, B KOTOPOM CpPaBHHUBAJIUCh HECKOJBKO aIrOPUTMOB Inu¢poBaHus. Pe3ynbraTs
MOJICIIMPOBAHMS BH3YAIH3HPYIOTCS TaKHMM 00pa3oM, YTOOBI YETKO ITOKa3aTh, KAKOW aJTOPHUTM
HanOoJee MOAXOAUT AJISt TIOCTHKEHHUS OTIPEIEIIEHHOTO TIOKa3aTelsl KauyecTBa.

KinroueBsie cnoBa: Kpunrorpadus; cUMMETpUUYHBIN; aCHMMETPUYHBIN; UG POBAHUE;
pacumdpoBka.

Annotatsiya: Kriptografiya bir nechta ob’ektlar o‘rtasida xavfsiz alogani ta’minlashda
muhim rol o‘ynaydi. Ko‘pgina zamonaviy tadqiqotlarda tadqiqotchilar ishlash natijalari bo‘yicha
eng yaxshi kriptografiya mexanizmlarini aniqlashga hissa qo‘shdilar. Muayyan kontekstga ko‘ra
kriptografik texnikani tanlash katta savol; Bu savolga javob berish uchun mavjud bo‘lgan ko‘plab
tadqgiqotlar texnikani tanlash faqat samaradorlik va xavfsizlik kabi istalgan sifat atributlariga
bog‘ligligini ta’kidladi. Mavjud sharhlar faqat simmetrik yoki assimetrik shifrlash turlariga
qaratilganligi aniglandi. Yana bir cheklov, samaradorlikni taqqoslash mezoni faqat umumiy
parametrlarni qamrab olishi aniqlandi. Ushbu maqolada biz turli xil simmetrik va assimetrik
algoritmlarning ishlashini shifrlash parchalash vagqti, kalit yaratish vaqti va fayl hajmi kabi bir
nechta parametrlarni qamrab olgan holda baholadik. Baholash magsadida biz bir nechta
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kriptografiya algoritmlari taqqoslangan namunaviy kontekstda simulyatsiya qildik. Simulyatsiya
natijalari ma’lum bir sifat atributiga erishishda qaysi algoritm eng mos kelishini aniq ko‘rsatadigan
tarzda tasvirlangan.

Kalit so‘zlar: Kriptografiya; simmetrik; assimetrik; shifrlash; shifrni ochish

INTRODUCTION

Cryptography is the art of secret writing which is used since Roman times to hide information
secret or keeping message secure. To keep information secret, a widelyused method is an
encryption/decryption. Basically, encryption/decryption are the fundamental functions of
cryptography. In encryption, a simple message (plain text) is converted into unreadable form called
ciphertext. While in decryption, a ciphertext is converted into the original text (plaintext). Both of
these functions are used to secure message against who is not authorized to view the message
contents [1]- [3]. The simple working of encryption and decryption functions is shown in Fig. 1.

Symmetric and asymmetric are widely accepted types of cryptography [4] in which
symmetric (also called symmetric key cryptography) is focused towards ensuring secure
communication between sender and receiver by using same secret key, whereas asymmetric
cryptography (also called public key cryptography) secures communication by using public and
private keys [5], [6]. Private key is hold individually in communication while public key is known
to everyone due to public nature. Fig. 2 and 3 shows the symmetric and asymmetric cryptography,
respectively.

To secure the communication, key size is the most important parameter in symmetric and
symmetric cryptography. The key size of symmetric cryptography is less than the asymmetric
cryptography which make symmetric cryptography less secure for more sensitive data [7], [8].

Communication
‘ channel b
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Fig. 1. Working of encryption and decryption.

The computational time of asymmetric cryptography is greater than the symmetric
cryptography which makes encryption/decryption more complex for a large amount of data [9],
[10]. Due to larger key size and greater computational time of asymmetric cryptography, public
key cryptography is used once for key exchange only and further encryption/ decryption is done by
symmetric key cryptography [11], [12].

The computational time of cryptography techniques 1is further classified as
encryption/decryption time, key generation, and key exchange time. Encryption/decryption time is
calculated by converting a plaintext (message) into ciphertext and vice versa [13], [14]. Key
generation time is depending on the size of key length which is different for symmetric and
asymmetric cryptography. Key exchange time is depending on the communication channel
between sender and receiver [15], [16].
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Fig. 2. Symmetric Cryptography
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Fig. 3. Asymmetric cryptography.
There are designed many cryptographic algorithms used for encryption and decryption [17],
[18]. As we already described, the cryptography schemes are classified as symmetric and
asymmetric algorithms. In our paper, symmetric algorithms include but not limited; DES (Data
Encryption Standard), 3DES (Triple Data Encryption Standard), AES (Advanced Encryption
Standard). Asymmetric algorithms include RSA (Rivest, Shamir and Adleman), Elgamal, and ECC
(Elliptic Curve Cryptography) [19]. Fig. 4 describes the taxonomy of cryptography techniques.

Cryptography Techniques

l

Symmetric Algorithme Asymmetric Algorithms

DES 3DES AES RSA ECC | |ELGamal

Fig. 4. Taxonomy of cryptography techniques.

In this paper, we describe the literature review of the cryptographic schemes including
symmetric and asymmetric. We also evaluate the performance of described cryptographic systems
on different file sizes. Performance analysis shows that the asymmetric algorithms take much time
for encryption and decryption as compare to symmetric algorithms.

The main objective of this paper is to provide the performance evaluation of cryptographic
schemes including symmetric and asymmetric algorithms. We use different evaluation parameters
such as encryption/decryption time, and key generation time.

The rest of the paper is organized as: Section II discussed existing state of the art
cryptographic schemes. Performance evaluation and results discussion of cryptographic schemes is
presented in Section III. Section IV concludes the paper and future work.

LITERATURE REVIEW
There are many cryptography algorithms used to secure information such as DES, 3DES,
Blowfish, AES, RSA, ElGamal and Paillier [2]. All of these algorithms are unique on it’s way.
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However, the problem is that how to find the best security algorithm which provides the high
security and also take less time for a key generation, encryption, and decryption of information.
Security algorithms will depend on pros and cons of each algorithm, requirement and suitable for
different application [25], [32], [33].

In paper [7], it has been evaluated that performance of two algorithms DES and Blowfish on
basis of certain parameters such as encryption speed, power consumption, and security analysis.
Experiment result showed that performance of Blowfish is fastest than DES and AES algorithm
[34]. However, in [35] results showed that AES performance is good than Blowfish.

In [18] some of the cryptography algorithms details are given such as AES, DES, 3DES,
RC6, Blowfish and RC2. Furthermore, the performance of these security algorithms is also
evaluated and experiment is performed on text file and image. The result is showed that all
algorithms slow in performance as compare to Blowfish as increased the packet size. However,
selecting the image as the type of data instead of text file then Blowtfish, RC6, and RC2 the
algorithm has consumed more time than AES, DES and 3DES algorithms. The result showed that
DES is still faster in performance than 3DES [18].

In this paper, [36] take the different size of a file for performance evaluation of cryptography
algorithm. The experiment is performed on single processor and cloud computing. The result is
proved that cryptography algorithm works faster in cloud computing than a single processor
computer. AES with small input file has highest Speed up ratio, MDS5 the least while RSA is the
most time-consuming [36]. In author [37] evaluated the performance of different cryptography
algorithms such as DES, AES, and 3DES to find the encryption and decryption time and
throughput for different hardware. These algorithms are used to calculate the time of encryption.
Encryption time is increasing as when the size of data increases. Therefore, the speed of encryption
increase depends on file (in bytes) not on the data type of a file [38]. The throughput of 3DES has
less as compare to AES, text files and images used for performance evaluation [39]. Dot net frame
used for implementation of DES 3DES that take more processing time as compare to AES
algorithm [37]. Only a single parameter is used to measure the encryption time. For future work of
this paper is measure the encryption time by using the different parameter.

DES performance is not faster for software use. However, the performance of DES is faster
on hardware [40] [12]. The performance of AES, DES, and Blowfish has been evaluated by using
different size of text file in term of encryption and decryption speed. Future work of this paper
shows better result by using the better simulator for implementation [41]. In this paper [42], RSA,
DES and AES are discussed. Analyses are performed on the basis of some parameter such as usage
of memory, computation time and output byte. Text file used for evaluation and implementation of
result which showed that DES and AES are the minor difference for file encryption time while
encryption time of RSA is longest and also consumed the high memory

Mobile client and server used for evaluating the performance of RSA and ECC cryptography
algorithm. WTLS (Wireless Transport Layer Security) security protocol is used for performance
evaluation. In experiment, the result showed that RSA is faster for client side but performance is
slow at the server side as compare to ECC (Elliptic Curve Cryptosystem) performance. RSA,
ElGamal and Paillier have been used for performance evaluation based on a parameter such as the
encrypted file size, decrypted file size, encryption time, decryption time and throughput.
Experimental result showed that encryption time of RSA is better than ElGamal but decryption
time of ElGamal is better as compared to RSA. Result also showed that throughput of RSA
encryption process is better and throughput in the decryption process of ElGamal performance is
better than RSA. Overall performance according to the chosen parameter RSA is better than all
other two algorithms paillier and ElGamal [29].

In paper analysis is performed and RSA with different key size and word length variable in
term of encryption and decryption process require memory size and execution time. Experiment
result showed that RSA execution time is slow and need more memory requirement as compare to
ECC. Key agreement and key distribution is the main problem in DES algorithm but in RSA

"IkoHoMuKa u couuym' Ne5(132) 2025 www.iupr.ru



encryption and decryption, both operations consume more time. The result showed in a simulation
that RSA is slower in performance than DES and evaluated that RSA algorithm throughput of is
not better than DES algorithm. In this paper, simulation result showed that power consumption and
throughput of DES algorithm is much better than another algorithm.

STATE OF THE ART OF CRYPTOGRAPHY SCHEMES

A.Symmetric Cryptography

Symmetric cryptography is placed in the category of cryptography schemes in which a shared
key is used to convert a plaintext into cipher text. A same secret key is shared by both sender and
receiver. Followings are the symmetric cryptography schemes.

e DES (Data Encryption Standard): DES stands for Data Encryption Standard. DES
introduced in early 1970 at IBM. The early design of DES is based on Horst Feistel. DES is a
symmetric cryptographic algorithm used for encryption and decryption of message [20]. In DES,
only one secret key is used for both encryption and decryption. The key size of DES is 56-bit. To
perform encryption/decryption, the sender and receiver must have the same key. The DES
performs encryption on a block of 64-bit [13]. The DES algorithm is most widely used in many
applications
[21] and some popular use in military, commercial, and security of communication system [7],
same as DES but key size is different from DES. The key size of 3DES is 168 bit. The 3DES
algorithm performs operation three times on each block of data. It is slower than DES [22].

¢ AES (Advanced Encryption Standard): AES stands for Advanced Encryption Standard
which is the advancement of 3DES algorithm [23]. It was introduced in 1997 by the NIST
(National Institute of Standards and Technology). Basically, AES is based on the Rijndael cipher
developed by two cryptographers, Joan Daemen and Vincent Rijmen. AES is different from DES
and 3DES due to variables key sizes such as 128, 192, and 256 bits [21]. Same like DES and
3DES, AES also performs encryption on blocks which are 128-bit [13]. AES algorithm use in
small devices for encrypting a message to send over a network. Some other applications are
monetary transaction [24] and security applications [15] [25].

B. Asymmetric Cryptography

Asymmetric cryptography is also in the category of cryptography schemes. Unlike symmetric
cryptography, two keys are used: one is public and second is private. The public key is shared by
anyone in the cryptographic system while the private key is kept secret by authenticated user.
Followings are the asymmetric cryptography algorithms.

e RSA (Rivest, Shamir and Adleman): RSA stands for Rivest, Shamir and Adleman who
introduced the RSA algorithm in 1977 [26]. RSA is an asymmetric cryptographic algorithm [2]
which is also used for encryption and decryption of the message. RSA is widely used in
transferring of keys over an insecure channel. Due to asymmetric nature, there are two keys used in
the algorithm. One is public key and second is a private key. The public key is openly accessible to
everyone in the cryptosystem and the private key is kept secret by authorized person. RSA
provides confidentiality, integrity, authenticity, and nonrepudiation of data [27 ] [23]. RSA is more
commonly used in electronic industry for online money transfer [19]. In future, RSA can be used in
Java cards [28].

e ElGamal: ElGamal algorithm was introduced in 1985 by Taher ElGamal [29]. ElGamal is
an asymmetric key encryption algorithm that is based on the Diffie-Helman key exchange as an
alternative to RSA for public key encryption. ElGamal is also used in digital signature generation
algorithm called ElGamal signature scheme [20][30][31]. A homomorphic algorithm named
paillier used for its semantic security [6].

e ECC (Elliptic Curve Cryptography): ECC stands for Elliptic Curve Cryptography. ECC
introduced in 1985 by Neal Koblitz and Victor S. Miller. ECC lies in the category of the
asymmetric scheme that is based on elliptic curves. The applications of ECC are encryption, digital
signatures and pseudo-random generators [32].
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PERFORMANCE EVALUATION
In this section, we present experimental setup and experimental results of symmetric and
asymmetric algorithms.
A.Experimental Setup

The algorithms are implemented using the Java (Eclipse Platform Version: 3.3.1.1)
Experiments are performed on Intel Pentium processor with a 2.34 GHz and 1 GB of memory. We
used different size of text files in our experiments such as 32 KB, 126 KB, 200 KB, 246 KB and
280 KB.

B.Experimental Result

We evaluate the performance of symmetric and asymmetric algorithms by using parameters
such as encryption time, decryption time and key generation time. Symmetric algorithms include
DES and AES while asymmetric algorithms include RSA and ElGamal.

Encryption time is the time required by any encryption function to convert plaintext into
ciphertext. Decryption time is the time required to convert again cipher text into plain text.
Similarly, key generation time is the time taken by key generation function to generate keys. All
these functions generate different times according to the size of text files and key length in any
algorithm. Table 1 shows the generation time of symmetric and asymmetric keys.

TABLE. I. KEY SIZES WITH THEIR GENERATION TIME

Cryptography Key Generation
Algorithms Size (bits) | Time
(milliseconds)
DE > 29
Symm S 6
etric AE 1 75
S 28
RS | 287
~Asym A 024
metric EIG 1 86
amal 60

C.Symmetric Cryptography

In this section, we analyzed the encryption and decryption time of symmetric algorithms. Fig.
5 shows the encryption time of DES and AES algorithms performed on different file sizes. It is
obvious from the Fig.5 that the encryption time of AES algorithm is lower than comparing to DES
algorithm.

In Fig. 6, the performance results show that the decryption time of AES is also lower than the
decryption time of DES. To conclude, the performance of AES algorithm in the context of
encryption/decryption time is much better than the DES algorithm.

Table 2 shows the encryption and decryption time of symmetric and asymmetric algorithms
with their different file sizes. Performance results show that when we increase the size of text files,
the encryption and decryption time is also increased.

TABLE. II. FILE SIZE WITH THEIR ENCRYPTION AND DECRYPTION TIMES

Cryptography File Encryption Decryption
Algorithms size (kilo Time (in Time (in
byt Seconds) Seconds)
es)
3 0.27 0.44
2
DES 1 0.83 0.65
26
2 1.19 0.885
00
2 1.44 1.23
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46
2 1.67 1.45
80
3 0.15 0.15
2
AES 1 0.46 0.44
26
2 0.72 0.63
00
2 0.95 0.83
46

D. Asymmetric Algorithms

lgorithms in term of encryption and decryption time. Fig. 7 shows the encryption time of
RSA and ElGamal algorithms performed on different file sizes. It is obvious from the Fig. 7 that
the encryption time of RSA algorithm is lower than comparing to ElGamal algorithm.

In Fig. 8, the performance results show that the decryption time of RSA is also lower than the
decryption time of ElGamal. To conclude, the performance of RSA algorithm in the context of
encryption/decryption time is much better than the ElIGamal algorithm.

E.Symmetric and Asymmetric Algorithms

In this section, we analyzed the performance of symmetric and asymmetric cryptographic
algorithms in term of encryption/decryption time and key generation time.

e Encryption Time: Fig. 9 shows the encryption time of DES, AES, RSA, ElGamal on
different file sizes. It is clear from the figure that encryption time of DES algorithm is more than
all other schemes such as AES, RSA, and ElGamal. The RSA encryption time is less than all other
schemes. To conclude that, the encryption time of asymmetric algorithms is less than the
symmetric algorithms.

e Decryption Time: Fig. 10 shows the decryption time of DES, AES, RSA, ElGamal on
different file sizes. The decryption time of RSA algorithm is much than all other schemes such as
DES, AES, and ElGamal.

» Key Generation Time: Fig. 11 shows the key generation time of symmetric and asymmetric
algorithms. Key generation time is depending on the bit length of a key. The more in length, the
increase in time. The RSA algorithm takes more time to generate the key because of key length
1024 bits while DES algorithm takes less time because of key length 56 bits.
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Fig. 6. Decryption Time (AES and DES)
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CONCLUSION
In this work, we analyzed the performance of symmetric and asymmetric cryptography
schemes. We used encryption time, decryption time and key generation time to evaluate the
cryptographic schemes. The performance results show that the symmetric schemes are
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computationally inexpensive when compared with asymmetric schemes. The key generation time
is depending on the key length of bits. In future, we plan to elaborate more symmetric and
asymmetric schemes and extend our performance analysis results.
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